
 
  

   

 
 
 

Secure Mobile scanning 
has arrived 

 
uAuthenticate® Mobile 

 
 

Right to Work for your Mobile phone/tablet* 

 

Right to Work on your Mobile phone/tablet * 
Find our more call 01707 800840 or visit our website www.ucomply.co.uk 
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Introduction 
We at uComply have for several years provided a Right to Work solution for all employers using a 

hardware (similar to those used at Border crossings), software combination. 

Our philosophy at uComply is that we are only as good as the service we provide. Before developing 

a mobile solution, we waited for technology to take some serious leaps forward beyond data 

capture (i.e. using OCR for data extraction from documents) into a solution which would allow us to 

achieve a similar level of accuracy to that of our full authentication model. 

 
Technology we believe has finally caught up enough with real world requirements with the main 

advances being: 

• NFC (near field communications) primarily used for payments now allows for extraction of 

the information stored on the RFID chip on ID documents 

• Allows the comparison against the visual 

 We believe the time is now right to release an app for the mobile market. 

Electronic validation – can it help? 

Whether you are a Human Resources Officer, a Recruitment Compliance Officer or a Line Manager 

responsible for hiring, identification of fraudulent documents can be a difficult task without 

specialist training or employing immigration expertise. With over 200 countries globally and 

combinations of passports, IDcards, visas and various immigration documents who can be an expert 

in all of these? 

 

Based upon various reports, the quality of forged ID documents in circulation is extremely good, 

making it all but impossible to spot them with the naked eye. A mistake can be costly, with the risk 



 
  

   

of fines for the obvious fakes of up to £20,000 for every illegal worker found and or even up to 5 

years’ imprisonment.  

In April the BBC reported that EU border agency Frontex has seen ‘a 70% year-on-year rise in 

fraudulent documents held by UK-bound migrants’ and the Home Office said ‘Since 2010, we have 

denied entry to over 100,000 people, including over 6,500 EU nationals.’ The article sited Ukrainians 

using real Polish ID cards and Albanians using Italian/Greek documents were the main fakes 

observed. Frontex also suggested 8,373 document fraudsters were present across the EU in 2015 

and Labour's Keith Vaz called for specialist machines across the EU to check IDs. These figures don’t 

even reflect the most recent crisis from Syria….  

In the last six months we’ve seen a rise of European ‘fakes’ from France, the Netherlands and Spain. 

We have observed for the first time, a significant swing in European fraudulent documents vs. the 

sub-Saharan African countries. One of our recent clients (a Care recruitment business) has found 

since installing our solution that, 20% of their applicants were presenting with fraudulent 

documents. 

Over the last 4 years we have worked with many organisations. Rather than saying how good we are 

at what we provide here’s a few quotes extracted from the testimonials of our clients: 

• “We certainly feel the system is delivering on its promises and the support team is great at 

getting back to us if we have any queries”; 

• “We would recommend their product uAuthenticate® to other businesses and believe it 

has helped us enormously to ensure we only recruit candidates who have the legal right to 

work in the UK”; 

• “uComply have been with us every step of the way from installation to training and 

additional support. It feels like having an extra person on the team, always friendly and 

able to assist”; 

• “It adds significant value to our brand and integrity to the service we strive to offer our 

clients. An irreplaceable ‘firewall’ to our business” 

The complete testimonials can be read here http://www.ucomply.co.uk/testimonials/ 

Technology has been in use by the government 

authorities for checking passports and ID cards at 

country access points for some years. We have utilised 

this for our solutions for some time and now this 

technology is available to all and, when utilised 

correctly, helps to minimize the risk of employing an 

illegal worker and increasing the chances of identifying 

fraudulent documents. 

We are now working with some of the most 

technologically advanced solutions in order that we 

continue to provide the highest levels of service to our current and our future clients.   

http://www.ucomply.co.uk/testimonials/


 
  

   

So what technology is right for you & what does each solution offer? 
Technology E-documents; 

Passports, IDcards; 

Biometric Cards 

UK 

Visas 

Driving 

Licenses 

Risk of missing fraudulent documents 

Flatbed or 

photocopy 

At best OCR OCR OCR Examination depends on immigration 

expertise – OCR does not validate 

Mobile Similar to the flatbed, 

OCR * image capture 

OCR OCR If image capture only as above – if OCR 

then could include MRZ cross check, 

could improve with a document library 

Mobile with NFC Reads chip and should 

compare vs visual 

OCR OCR If chip is read the risks are massively 

reduced – not read as above 

Dedicated 

Passport scanner 

Reads Chip, UV, IR, 

visual 

UV,IR 

Visual 

OCR 

UV,IR 

Visual 

OCR 

When all combined together minimizes 

the risk of error 

Regardless of what technology is used there are differing levels of risk. It is important to choose a 

technology which will be appropriate for your business and understand the limitations of what that 

technology would be. Please do call on 01707 800840 or send an email to enquiries@ucomply.co.uk 

if you would like more information. 

How we help you comply with the Right to Work process 
To de-risk the first part of the employment process (i.e. document validation) it is important; 

• that a procedure is put in place 

• you can monitor by performing spot checks to ensure it is being adhered to 

• keep an eye on the regulations and guidance to ensure you are up-to-date 

Our system, whether the desktop and scanner – uAuthenticate® Desktop, or the mobile – 

uauthenticate® Mobile, will help you achieve all the above. 

With the mobile it begins with a scan: 

 

Then some simple steps are followed: 

mailto:enquiries@ucomply.co.uk


 
  

   

A. The document Check;  

• Read the RFID chip then a simple comparison vs the visual 

information provides a good level of authentication for the document in 

question.  

• If no chip is present, then the integrity of the 

document examined using industry approved cross 

checking which includes but is not limited to the 

MRZ and visual data giving a good level of 

validation for the type of ID presented. 

• Finally, if the above are not available then the 

best possible is OCR data and image capture. 

B. Follow the Home Office guidance steps 

presented to you evidencing a consistent 

approach for every check performed. 

C. Take the records created and store them securely in a non-editable 

format. 

As with our desktop/laptop solutions we have incorporated the ability to authenticate/validate the 

captured images and overlay the Home Office guidance for Right to Work thereby minimizing the 

risks of a fraudulent document. 

Even in our mobile solution the document check is important but it is not the entire process, 

uAuthenticate® Mobile will guide you through the correct questions and will only give the Right to 

Work once you have the correct responses to those questions, the document has passed and the 

correct combination of documents have been presented for the country in question. 

How simple is the solution to install and use? 
If you have downloaded an App from any App store it is really that simple. We will provide an 

activation code once the order has been confirmed.  

If you can take a picture with your camera, then put a phone against a document and finally answer 

a few questions, then you’ve scanned a document – it really is as simple as that. 

There are in-app help screen that can help with this and we can arrange training if required.  

If you would like to know more about our any of our solutions, please call us on 01707 800840 or 

email us on enquiries@ucomply.co.uk. 
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